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Overview

MNuclear radiation, invisible and detectable only with special
instruments, has the power to terrify—in part because of its
association with nuclear weapons-—and to become an instrument
of terrorists. Radioactive isotopes can be spread widely with or
without high explosives by a radiological dispersion device
(RDD) or so-called dirfy bomb. This paper provides a general
overview of the natore of RDDs and sources of material for them
and estimates the effects of an assault, including casualties and
economic consequences. Many experts believe that an RDD is an
economic weapon capable of inflicting devastating damage on the
United States, This paper is in full agreement with that assess-
ment and makes some quantitative estimates of the magritude of
economic disruption that can be preduced by various levels of
attack. 1t is also generally believed that even a very large RDD is
unlikely to cavse many human casualties, either immediately or
gver the long term. A careful examination of the consequences of
the tragic accident in Goifnia, Brazil, however, shows that some
forms of radielogical attack could kill tens or hundreds of people
and sicken hundreds or thousands. Nevertheless, contrary to pop-
ular belief, RDDs are not weapons of mass destruction.

The authors recommend several policies and actions to
reduce the threat of RDD attack and increase the ability of the
Federal Government to cope with the consequences of one. With
improved public awareness and ability to respond, it should be
possible to strip RDDs of their power to terrorize.

Many Americans first heard the term dirfy bomb on June 10,
2002, when Aftorney General John Ashcroft announced the arrest of
Jose Padilla on the charge of plotting to detonate a device contain-
ing both high explosive and very radioactive material. In that
announcement the attorney general used the following definition:
“[A] radioactive ‘dirty bomb’ involves exploding a conventional bomb
that not only kills victims in the immediate vicinity, but also spreads
radioactive material that is highly toxic to humans and can cause
mass death and injury.”
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On March 6 of the same year, the Senate Foreign Relations
Committee held a hearing on the question of radiological dispersion
devices (RDDs), the technical term for dirty bombs, and their ability
to cause casualties and damage. At that hearing, experts from inside
and outside government testified that, while an RDD could cause
economic harm, it was unlikely to cause deaths or injuries beyond
the area immediately destroyed by the high explosives used to spread
the radioactive material.

Proper preparation for an incident of radiological terror
requires an understanding of the real effects of an RDD attack, yet
these two views of the effects are in direct conflict.

In the intervening months an intermediate possibility has
emerged: prompt (roughly from one day to one month) deaths or
acute radiation sickness from the radioactive material scattered by
the RDD may be few in number, although a large (but as yet unpre-
dictable) number of Americans could suffer quite high exposures if
they ingest or inhale any of the particles. The authors propose that
planning for an RDD attack be based on this assessment.

Radiation and Radioactivity

Three different kinds of radiation are emitted from radioactive
materials: alpha («) rays, which are helium nuclei; beta (B) rays,
which are electrons; and gamma (vy) rays, which are very high
energy, short wave length light.

a particles stop in a few inches of air, or a thin sheet of cloth or
even paper. a-emitting isotopes pose serious health dangers if inhaled.

{3 particles are also easily stopped in, for example, aluminum
foil or human skin. Unless they are ingested or inhaled, B-emitters
pose little danger to people, although direct contact with a strong B
source can cause deep and serious beta burns on skin. Some $-emit-
ters also produce gamma rays through a process known as
Bremsstrahlung, literally translated as braking radiation.

v photons are very penetrating. They can go through many
meters of air or many centimeters of lead shielding. Gamma rays are
almost always emitted only after a nucleus decays by radiating either
an « or f particle.
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The strength of a radioactive source is determined by how many
nuclei decay each second. The modern unif is the Becquerel, abbre-
viated Bq. One Bq is equal to one disintegration per second. The
older and more convenient unit is the Curie, abbreviated Ci. One Ci
is equal to 3.7x10' digintegrations per second. A one-Ci source is
considered large; a 100-Ci source extremely dangerous. The curie is
equivalent to the radiation from one gram of pure radium.

The radioactivity of an isotope is proportional to its half-life,
which is the amount of time if takes for 50 percent of the atoms in a
sample to decay. With a one-year half-life of an initial sample of 1000
atoms, 500 will be left at the end of the first year, 250 after the second,
and so on. The shorter the half-life, the more intense the radiation.

Specific activity is the number of curies contained in one gram
of radioactive material. Heavy metals with long half-lives, such as
uranium and plutonium-239 (¥**Pu) have low specific activity.

From the long list of known radioactive isotopes only a few
stand out as being highly suitable for radiological terror. These are
cobalt-60 (%Co), strontium-90 (*Sr) (and its short-lived daughter,
yttrium-90), cesium-137 (¥7Cs), iridium-192 (**Ir), radium-226
(*Ra), plutonium-238 (**Pu), americium-241 (*'Am), and cali-
fornium-252 (**Cf).

Types of Damage

Deterministic Injuries. Radiation is said to cause deterministic
harm if an individual can be identified who received a known expo-
sure to radiation and became ill as a resulf. Such illness or injury can
include classic radiation sickness (hematological effects, loss of
appetite, vomiting and other gastrointestinal damage, hair loss,
death) or radiation burns on the skin. In general, the threshold dose
for deterministic injury is quite high.! Loss of white blood cells is
detectable at a whole body dose of 25 rem in some individuals and in
most at whole body doses in excess of 50 rem? It is unlikely that the
victim will report illness. Vomiting sets in at whole body doses
between 100 and 200 rem and hair loss at about 300 rem. A dose of
400-500 rem is generally considered lethal to half the exposed popu-
lation. However, prompt doses—those coming directly from external
radioactive material—above 25 rem are exceedingly unlikely for
most RDD scenarios. Possible exceptions might be a lethal dose from
contaminated shrapnel from an explosively driven RDD or from a
large gamma source secretly emplaced to irradiate unwitting vic-
tims. Other, quite serious and potentially lethal deterministic
injuries from high doses of radiation will occur if the victim ingests
or inhales significant amounts of radioactive material.

o1 D, Zimmerman (peterz@erols.com), a physieist, is a newly appointed
Lessor of Science and Security at King's College London. Bt the time of
ling, he was a Visiting Fellow at the Center for Technology and National
urity Policy. He also has served as Science Hdviser for Hvms Control at
1.8, State Department and Chief Scientist at the Senate Foreign

ations Committee. Cheryl Loeb (loche @ndu.edu) is a Hesearch Hssociate
LIUSP. Prior to joining the Center, she was a Research Hssociate at the
nierey Institute of International Studies, where she specialized in WD
rorism and arms control.
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Stochastic Injuries. Given common assumptions that any radia-
tion dose, no matter how small, can cause harm and that the biolog-
ical response increases with the size of the dose, it is conceivable
that some individuals exposed to quite small doses of radiation
might develop cancers. Their risk of developing the disease can
increase with increased radiation exposure (this is certainly true for
whole body doses in the several 10s of rem range). This is a statisti-
cal calculation that cannot identify a specific cancer victim, even
one known to have been exposed to radiation, and assert that his or
her cancer was caused by the exposure. Approximately 2,000 Ameri-
cans in every 10,000 will die of cancer. It is impossible to identify a
specific cancer victim exposed to radiation as the 2001st victim and
to determine that the person would not have developed cancer had
the exposure not occurred.

Economic and Psychosocial Damage. As we will see later in
this paper, economic and psychosocial effects are likely to be the
most serious damage mechanisms from any use of an RDD. The fear
of ionizing radiation is a deep-seated and frequently irrational carry-
over from the Cold War. The threat of a radiological attack on the
United States is real, and terrorists have a broad palette of isotopes
to choose from. An RDD attack is unlikely to cause mass deaths, but
it could cause tens to hundreds of fatalities under the right circum-
stances, and is almost certain to cause great panic and enormous
economic losses.

Sources of Material

Radioactive material suitable for use in a radiological disper-
sion device may be found, stolen, or purchased legally. The radioac-
tive materials most likely to cause great harm, based only on their
physical properties, are also ones that have significant commercial
applications and are widely available. They are employed in thou-
sands of different medical, academic, agricultural, and industrial
settings around the world, including medical therapy, food irradia-
tion, smoke detectors, communication devices, navigation beacons,
and oil well logging. This makes it extremely difficult not only to
secure, but also to regulate these sources. The prevalence of these
sources in the public domain, coupled with inadequate control and
monitoring mechanisms, poses a significant threat to health and
security, not only from the possible terrorist use of radioactive
materials, but also from accidents.

The U.S. Nuclear Regulatory Commission has estimated that
approximately one licensed U.S. source is lost every day of the year.
These “orphan” sources have escaped proper control and their loca-
tions usually are unknown. An August 2003 United States General
Accounting Office report states that from 1998 to 2002 there were
over 1300 incidents in which sealed sources were lost, stolen, or aban-
doned in the United States.? Occasionally, one does turn up later. In
early 2002, a two-curie cesium gauge source was recovered from the
scrap metal conveyor belt leading to the NUCOR steel mill in North
Carolina. Its label was intact, and it was traced to a chemical supply
company located in or near Baltimore, Maryland. The company had
gone out of business and its facility had been sold for scrap.

The producer of the source also had gone out of business under
its original name, but had been acquired by another corporation,
which had maintained the sales records of the first company. Those
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records indicated that the Baltimore concern had bought not one,
but four sources—three of which were unaccounted for. Two of the
remaining sources eventually turned up and were properly disposed
of, as was the first. The location of the fourth source is still unknown.

Theft of sources meant for field radiography is not unknown.
Gamma ray cameras used in the field to check the integrity of welds
weigh about 50 pounds and are roughly the size of a lunch bucket.
They are quite portable and relatively valuable (they cost upwards of
several thousand dollars). Other small or well-shielded sources are
also vulnerable to theft by comparatively untrained personnel and
pose very low risk from radiation exposure unless the shielding has
been removed.

The International Atomic Energy Agency (IAEA) reports that
during the recent war in Croatia twenty-seven ¥'Cs sources were
lost. During the war in the Iraq, there were press reports that both
cobalt and cesium sources were stolen
from “Location C” at the Tuwaitha
Nuclear Research Center south of
Baghdad, Iraq. It is known that thieves
and scavengers stole yellowcake
(processed uranium ore), not for the
uranium oxide, but rather for the bar-
rels in which it was stored.

Two of the worst radiation acci-
dents, the Goiania tragedy and the
1984 Juarez, Mexico melting of %Co as
scrap steel (from an abandoned and
stolen teletherapy source), were the
direct result of the theft of the
radioactive material from abandoned radiation therapy facilities.

Other potential candidates that might be vulnerable for theft by
extremely well organized and well-financed terrorist groups include
“megasources” such as Russian radioisotope thermal generators
(RTGs) and Gamma-Kolos seed irradiators.

By far the most likely route for terrorist acquisition of interme-
diate quantities of radioactive material (100-10,000 curies) is open
and legal purchase from a legitimate supplier. Until some time after
the World Trade Center and Pentagon terrorist attacks, regulation of
radioactive sources was geared towards ensuring the safe use of the
material by people and organizations presumed to be acting without
malice.! In that earlier and less fearful era, inspections of facilities
designed to hold moderate to large sources, such as those used in
industrial radiography or teletherapy, rarely took place until at least
six months after a license was issued and the source shipped. Little
information was required beyond a facility layout and a radiation
safety plan aimed at preventing accidents and ensuring safety. Not
until after the 2001 attacks did protection against deliberate
attempts to steal or divert radioactive material for malevolent uses
play a significant role in radiation safety programs except for safe-
guarded nuclear material.

Nuclear Regulatory Commission (NRC) officials report that they
have begun the process of revising licensing regulations for acquisi-
tion of radioactive sources and that they have taken interim steps to
determine that license applicants are unlikely to divert material to
illicit uses. These steps have not yet been publicly described.?
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There is no absolute requirement that a foreign supplier selling
radioactive material to a U.S. end user verify the validity of any
license submitted by the American purchaser. Most reputable foreign
suppliers try to be scrupulous about checking for valid licenses, but
there are limitations to the process. In addition, U.S. exporters of
radioactive material are not required to notify the competent author-
ities in the destination country that radioactive material has been
shipped to their country or verify that a foreign purchaser is autho-
rized to receive the material. The only exceptions to these regulatory
loopholes are for special nuclear material (plutonium or uranium
that is usable in nuclear weapons), which is already safeguarded.

Radioactive material also may transit the United States en
route from a foreign supplier to a foreign consignee. Generally, no
special record of such shipments is kept. It is required, however, that
the packages be marked. Since no customs entry will be made
(because the material will not legally
enter the country), usually neither
Customs nor the NRC is notified.

The United States system of
licensing of users of radioactive
sources is fragmented between so-
called Agreement States, which have
been delegated by the Nuclear Regula-
tory Commission to regulate sources
within their boundaries, and Non-
Agreement States, which are regulated
only by the NRC. Many observers con-
tend that local regulatory authorities
are better able to track users than is
the more distant NRC. In the region surrounding the Nation’s Gapi-
tal, Maryland and both Carolinas are Agreement States, while Vir-
ginia, West Virginia, Delaware, New Jersey, and the District of
Columbia are not.’

In summary, given the relatively weak and lax laws and regula-
tions surrounding the storage, sale, and shipment of radiological
source material, coupled with the vast number of orphaned and
unprotected sources located throughout Russia and former Soviet
states, a determined and well financed group feasibly could obtain
even quite large sources openly. Additionally, many smaller sources
are vulnerable fto loss or theft. Finally, because very large and vul-
nerable sources exist in the former Soviet Union, a rigorous system
of accounting for existing sources and detailed laws regarding the
safe storage, sale, and shipment of these sources must be supported
to ensure that accidental and intentional radiological incidents do
not threaten American interests or security.

Goiania, Brazil 1987

The ftragic radiological accident that occurred in Brazil
between 13 September 1987 and March 1988 is the closest event to a
true RDD attack. While the parallels are not exact, study of the inci-
dent provides some insight into the possible progress of a case of
radiological terrorism.
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